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Definition

Smart Grid. The integration of real-time
monitoring, advanced sensing, and
communications, utilizing analytics and control,
enabling the dynamic flow of both energy and
information to accommodate existing and new
forms of supply, delivery, and use in a secure
and reliable electric power system, from
generation source to end-user.

- North American Electric Reliability Corporation (NERC)
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Benefits
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Challenges
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Industry Transformations

Event Impact
The telecommunications The industry was
industry experienced a deregulated, launched new
transformational technology products and services, and

and regulatory change strengthened customer
relationships

Utilities can leverage these
technologies to become more
efficient, effective, and
customer-oriented

similar game-changer with

The utility industry is facing a }
Smart Grid technologies

Microwave communications transformed the
telecom industry, forcing providers to differentiate
themselves and focus on the value of their core
businesses
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Utility Transformation
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Applicable Telecom Experience
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An Attacker’s View of the Smart Grid=™*"

-What to attack?
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Security Drivers for Smart Grid """

FERC
Smart Grid Policy Statement

NERC

Critical Infrastructure
Protection (CIP) Reliability and
Security Standards (CIP-002 to
CIP-009)**

Frequently Asked Questions -
NERC CIP Reliability and
Security Standards (CIP-002 to
CIP-009)

NIST

IR 7628, Smart Grid Cyber
Security Strategy and
Requirements

(DRAFT 2)

Framework and Roadmap for
Smart Grid Interoperability
Standards, Release 1.0 (DRAFT)

Advanced Metering
Infrastructure (AMI) System
Security Requirements

International Standards
Organization (ISO)
27001 / 27002

International Information
Systems Security
Certification Consortium
(ISC)

Common Body of Knowledge

International
Electrotechnical Commission
(IEC)

62351 1-8, Data and
Communication Security
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Conclusion

Smart Grid is a set of disruptive technologies
that will change the way utilities do business

Telecom companies have gone through a
similar transformation; they can offer
insights in how to transform and help build
the communication networks required to
communicate with all these devices

The far-reaching nature of Smart Grid
requires a heavy focus on physical and cyber
security
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Questions?




